This paper introduces a methodology for one of the challenges regarding cyber-physical systems, ie modelling and control design them as hybrid systems. The proposed methodology comprises modules with specific steps to accomplish the tasks. Specifically, the paper aims to utilize hybrid systems framework onto the chosen hydraulic hybrid system with complex dynamics to showcase different aspects of hybrid systems. The mathematical model was derived using hybrid automata framework and then transformed into the linear form either using Jacobi matrices or using linear approximations without Jacobi matrices. After that the system was validated and analysed and the control design utilizing piecewise linear-quadratic regulator optimal control was proposed. Furthermore, parameters of control algorithm were tuned using particle swarm optimization algorithm. The whole logic, system dynamics and constrains are implemented within MATLAB/Simulink simulation environment using s -functions. The proposed methodology can be implemented on the various types of cyberphysical systems as far as they can be described as hybrid systems.
Introduction
Cyber-physical systems (CPS), defined as an integration of physical processes with computation platforms, are an integral part of the phenomenon Industry 4.0. One of their complexity challenges stated in [1, 2] can be formulated as to model and control CPS within hybrid systems framework [3] . This paper focuses specifically on this challenge of CPS from modelling up to the control design as hybrid systems (HS) [4, 5] . The most convenient hybrid systems framework for such a task is hybrid automata (HA) which naturally deals with a continuous and discrete dynamics of hybrid systems [6] . However, such a mathematical representation is not appropriate for analysis and control design of CPS. For these tasks, different but equivalent mathematical representations were introduced, eg piecewise affine (PWA) systems [7] .
There have been proposed several approaches to unify the procedure to model, analyse and design control algorithms for hybrid systems. Within mentioned procedures belong one published in [8] , however, this approach does not utilize analysis of the system in the open loop and during control synthesis no metaheuristic algorithms to tune control parameters were used. Another approach, published in [9] , utilizes supervisory control of hybrid systems but omits the analysis part. Methodology utilizing modelling and diagnosis of hybrid systems was proposed in [10] .
Goal of this article is to propose and introduce the unified methodology for the whole process from modelling up to the control design and therefore cover all the steps to ensure proper design and analysis of CPS as a hybrid system. This process was partially introduced in [2, 11] and will be completed with regards to other research challenges. The methodology consists of several steps, namely determination of HA elements such as possible discrete modes and transitions between them, followed by assigning continuous dynamics to these modes. At this point it is possible to simulate and analyse the hybrid system.
After validation of the system, design control utilizing appropriate control algorithms can be implemented onto the hybrid system. Between the most used control algorithms for hybrid systems belong model predictive control based on multiparametric optimization [12] and piecewise optimal linear quadratic (LQR) optimal control [13] . These methods were chosen as representatives of control algorithms for hybrid systems. However, there are many others such as semi-Markov mode switching for linear parameter-varying systems [14] or supervisory control [15] .
While designing control law, a metaheuristic method for tuning control law parameters can be utilized. Between these metaheuristic methods belong eg particle swarm optimization (PSO) [16] , artificial bee colony [17] , ant colony optimization [18] or grey wolf optimization approach [19] . We have chosen PSO algorithm as a representative example for tuning control algorithm parameters. This algorithm was then applied onto all controllable discrete modes of the HS. The proposed methodology comes out from partially introduced methodology in [2, 11] and is comprised of several steps which are grouped into the thematical modules [20] , ie Modelling, Analysis and Control Design as seen in Fig. [1] . Module Modelling deals with a derivation of a HS mathematical model in the suitable representation for further analysis and control design. The first step incorporates the definition of a hybrid automaton for CPS (step M 1 ) and all the elements of its tuple.
Hybrid automaton represents an extension of the finite state machines formalism for continuous dynamics in the individual discrete states [21] and is defined as a tuple H = (Q, X, f, Init, Dom, E, G, R) [22] , where:
• Q represents the finite set of discrete modes {q 1 , q 2 , . . . , q max } ,
• X ⊆ ℜ n denotes state space for continuous dynamics of H ,
n is the collection of vector fields describing the continuous dynamics of the state space vector x(t) in discrete mode q ,
• Init ⊆ Q × X is a set of possible initial hybrid states,
X defines ∀q ∈ Q a domain in the state space Dom(q) ⊆ X ,
• E ⊆ Q × Q is a set of edges, ie the pairs of discrete modes (q i , q j ) between which a transition is possible, • G(q i , q j ) represents a guard set, assigning a set of required continuous states for the transition for each edge (q i , q j ) ∈ E ,
• R : E × ℜ n → ℜ n denotes a reset map defining for each edge (q i , q j ) ∈ E and continuous state x(t) ∈ ℜ n a change of continuous state between transition from mode q i to mode q j . The state of hybrid automaton H can be then defined as a pair (q, x(t)) ∈ Q × ℜ n , where x(t) ∈ X and q ∈ Q [23] . It is often suitable and desired to represent the HA in a graphical form such as an oriented graph. Individual members of a set of discrete modes Q are represented as graph nodes and individual possible transitions between these discrete modes are denoted as edges. Each node is determined by an initial set, continuous dynamics and domain. An edge is clearly determined with a member from a guard set and a reset map [22] . An example of such a graphical representation is shown in Fig. 2 .
After defining HA tuple of CPS, steps for transforming such a representation into a suitable form such as PWA or discrete PWA system is performed (steps M 2 and M 3 ).
Upon obtaining a suitable mathematical representation of CPS as HS it is required to validate the HS. First step within Analysis module is to implement HA into a suitable simulation environment such as MAT-LAB/Simulink, HYSDEL or others (step A1 ) [24, 25] . Validation can have different forms such as phase portrait analysis or analysis of a time behaviour in the openloop configuration (stepsA2 and A3 ). If the mathematical representation does not meet required criteria or does not respect system constraints then steps M 1-M 3 have to be repeated.
After validation and analysis of HS, control design can be performed. There are various methods for control design of HS [12, 13] . Focus of this methodology is however on two control algorithms, ie piecewise optimal linear quadratic control (stepC2 ) and model predictive control based on multiparametric optimization (step C1 ). Both control algorithms come out from PWA or discrete PWA mathematical representation which were obtained in steps M 2 and M 3 of the proposed methodology. Having designed control algorithms for HS, it is possible to verify them against original nonlinear HS mathematical representation.
Upon completion of all these steps, HS mathematical model, as well as control design algorithms can be implemented within distributed control system of the CPS real application (step D1 ).
3 Case study for proposed methodology -hydraulic hybrid system
The proposed methodology is going to be implemented and verified on testbed hydraulic hybrid system (hydraulic HS) except the steps M 3 -Discrete representation of continuous dynamics and C1 -Model control based on multiparametric optimization as these two steps are interconnected as seen in Fig. 1 . Hydraulic HS represent hybrid system with logical input as well as the system with various discrete modes within which the hydraulic HS is stable. For some of the discrete modes a linear representation using Jacobians cannot be performed. Therefore a work-around for linearization of those discrete modes is also proposed. Based on these assumptions the overall methodology can be presented.
Hydraulic hybrid system as hybrid automata
HS of interest is represented by hydraulic HS which is composed of two tanks which are interconnected with two valves as seen in Fig. 3 . Within this section step M 1 -Determination of HA tuple is going to be applied onto the chosen HS. Levels of the liquid in individual tanks are denoted as h 1 (t) for the first and h 2 (t) for the second tank. The inflow q 0 (t) enters the first tank. The tank valves are characterized by the parameters k 1 , k 2 , k 3 with corresponding liquid flow q 1 (t), q 2 (t), q 3 (t). The lower common valve k 1 can be closed, ie it can be either in open or closed state. Changing its state from open to closed or vice versa is considered to happen in zero time. Valve k 2 is situated in the height h v . Tanks are of cylindrical shape, therefore the crosssection area of the tanks is constant and labeled as S 1 for the first and S 2 for the second tank. The maximum heights of the tanks are represented with h 1max and h 2max values. 
Nomenclature of physical quantities used in the given hydraulic HS is in Tab. 1. Range defines the state space X for continuous dynamics f and the set "Init" which represent all possible hydraulic HS initial states.
The chosen hydraulic system has a hybrid character, since the system discrete mode changes when one of the water levels h 1 (t), h 2 (t) exceeds the height h v in the common upper valve k 2 . The consequence of this is that the system has 4 different discrete modes with the opened lower valve k 1 . With valve k 1 closed, there are another 4 different discrete modes. In total, the system can be located in eight different discrete mode marked with letters from A to H .
Conditions needed to be fulfilled in order to change the hydraulic HS dynamics are stated in Tab. 2. Column "Discrete mode" defines the set of discrete states Q , each row represent an element of the guard set G and columns "Condition" for h 1 (t) and h 2 (t) represent the set Dom.
Hydraulic HS with the respective heights h 1 (t), h 2 (t) and the discrete modes which they belong to is depicted in Fig. 4 . The closure of the lower valve k 1 is indicated with the black color of the entire valve. Discrete modes that can not be reached without a system disturbance or without setting the initial conditions directly to those discrete modes are marked as red. Hydraulic HS discrete modes can be described as: 
where n ∈ {A, B, C, D, E, F , G, H} . Individual parameters and differential equations are stated in Tab. 3 and Tab. 4. Regarding the amount of notation, physical quantities q 0 (t), h 1 (t) and h 2 (t) are shortened to q 0 , h 1 and h 2 .
Graphical representation of the aforementioned discrete modes is depicted in Fig. 5 with clearly visible pair of discrete modes comprising the set of edges E of HA tuple.
Linear representation of continuous dynamics of hydraulic hybrid system
Upon completion of nonlinear mathematical model derivation of hydraulic HS, it is needed to obtain a linear approximation as this step is a prerequiste
The hydraulic HS is within equilibrium point if the same volume of liquid q 0sn flows into the first tank as it flows out from the second tank via valve k 3 , ie q 3 (t). The same principle applies to tank level heights h 1 (t), h 2 (t) which must not change, ie their derivatives are equal to zero,ḣ 1 (t) = 0 ,ḣ 2 (t) = 0 , [26] .
For all discrete modes with an existing equilibrium point, ie A, B, D, F , H , the procedure was to determine the steady state value in the second tank h 2sn , steady the value in the first tank h 1sn and the steady flow q 0sn were then calculated as it is shown in Tab. 5.
Based on these values, Jacobi matrices A n and B n were calculated for each discrete mode where n ∈ {A, B, D, F , H} .
After this procedure deviation linear approximation of the nonlinear hydraulic HS can be written as ∆ḣ n (t) = A n ∆h n (t) + B n ∆q 0n (t) .
Discrete modes C and G do not have an equilibrium point, and discrete mode E has an equilibrium point whose Jacobian can not be created for. The square root functions f i (x) were approximated by replacing them with linear functions f l i (x) regarding the following conditions: they share the same domain, ie D i (f ) = D i (f l) = x 1 ; x 2 and they share the same functional values within the boundaries of this domain, ie [27] .
According to Tab. 3, regarding parameters h 1max and h 2max a substitution can be introduced
. Transition graph of hydraulic HS Table 6 . Linear approximation of C, E, G discrete modes
Mode Linear Approximation
and based on this substitution a linear approximation for discrete modes without Jacobi matrices, ie C, E, G , can be defined as stated in Tab. 6. This step closes up module Modelling of CPS as HS within the proposed methodology. Now it is possible to analyse the hydraulic HS, validate it and design suitable control algorithms.
Validation and phase portrait analysis of hydraulic HS
Upon completion of module Modelling, steps within module Analysis can be performed. Inevitable prerequisite for analysis is to implement HS within simulation environment eg toolbox HYSDEL or utilizing s-functions. It is then possible to conduct steps from Analysis module. Phase portrait analysis serves to examine state space trajectories of the system. This method is interesting in terms of changing system's dynamics and therefore is included within the proposed methodology.
The hydraulic HS is of the second order, therefore the phase space of this system is a two-dimensional plane and it is possible to create a phase portrait for each discrete mode in one oriented graph [28] . Because the hydraulic HS has a discrete event that is represented with the logical state of the valve k 1 , it is possible to distinguish between the phase portrait for the continuous dynamics of discrete modes A, B, C, D and the phase portrait for the continuous dynamics of discrete modes E, F , G, H . Phase portraits were obtained for an autonomous hydraulic HS, ie zero inflow q 0 (t) = 0 is considered into the first tank. With the closed valve k 1 it is impossible for the first tank to flow out when the condition h 1 (t) < h v holds which is illustrated for discrete mode E in the right part of the Fig. 6 . In contrast, if for the height of the first tank the condition h 1 (t) > h v holds, the hydraulic HS stays in the state where the height of the level in the first tank h 1 (t) = h v . This phenomenon can be observed when the hydraulic HS switches from discrete mode F to mode E , where all phase trajectories point to the point (h v 0)
⊤ . The height of the level in the second tank h 2 (t) is after some time at zero level since zero inflow q 0 (t) = 0 is considered. The individual discrete modes of the hydraulic HS are distinguished from each other with the green lines.
To compare the accuracy of the linear approximation of the hydraulic HS nonlinear model, phase portrait of the linear model was obtained in the same way as the phase portrait of the nonlinear model. The phase portrait of the linear approximation of the hydraulic HS is depicted in Fig. 7 .
The inaccuracy of the linear approximation occurs mainly at the point (h 1 (t) h 2 (t)) ⊤ = (0 0) ⊤ , when both tanks are empty and the valve k 1 is opened. Another inaccuracy is apparent during switching between discrete mode C and mode D . Comparing linear approximation with nonlinear model of hydraulic HS with closed valve k 1 differences in switching between discrete modes G and H is visible continuously switching between these modes. Such a phenomenon is not occurring in the nonlinear model of hydraulic HS phase space, where the system has an effort to switch from discrete mode G to mode H and to stay in this discrete mode.
Despite these inaccuracies, it can be concluded that the linear approximation of hydraulic HS is sufficiently precise. Therefore, it is possible to design control algorithms utilizing the linear approximation of nonlinear hydraulic HS and then apply these algorithms onto the nonlinear hydraulic HS. An analysis of the linear approximation by means of the phase plane also verified that the time behaviour in the discrete modes without an existing equilibrium point that were approximated by square root substitution, is comparable to time behaviour of the nonlinear hydraulic HS.
Analysis of hydraulic HS in the openloop
Open-loop response, step A2 -Hybrid system analysis in openloop within the the proposed methodology, serves to follow the transitions between individual discrete modes with the given input. By applying a steady flow q 0sn of the n-th discrete mode n ∈ {A, B, D, F , H} Fig. 10 . Piecewise linear-quadratic optimal control schem onto the hydraulic HS, the system will eventually enter the n-th discrete mode. Transitions between hydraulic HS discrete modes is shown in Fig. 8 , where upper graph shows tank level heights h 1 (t) and h 2 (t). Green dotted line shows the height h v which the valve k 2 is positioned in. The pink lines represent the time at which a transition between discrete modes happens. Bottom graph shows the discrete modes of the hydraulic HS which the system is located in. Discrete modes are determined according to conditions in Tab. 2. Changing the opening logical state of the valve k 1 is characterized with the green line. The transition between discrete modes occurs when the height of a tank level h 1 (t) or h 2 (t) exceeds the height h v or after the change of valve k 1 logical state. The heights of tank levels h 1 (t) and h 2 (t) can be also displayed in their respective discrete modes in the 3D chart, the third dimension being discrete modes of hydraulic HS. Such a graph is displayed in Fig. 9 .
After validation and analysis of the hydraulic HS within Analysis module (step A1-A3 ) in its nonlinear and/or linear form, control algorithms can be designed.
Piecewise LQR optimal control
As far as design control of hybrid systems is concerned, various control algorithms can be utilizied, eg model predictive control based on multiparametric optimization [12] or piecewise linear quadratic optimal control (PWLQR) [29] , the latter will be applied onto the hydraulic HS (step C2 within the methodology). Since Jacobi matrices for hydraulic HS could be created only for discrete modes {A, B, D, F , H} , state space control input was designed only for these modes. State space vector for hydraulic HS is defined as x(t) = (h 1 (t) h 2 (t)) ⊤ and input as u(t) = q 0 (t).
The main difference against simple LQR control algorithm is in the minimazing objective function within each Domain element of the HA tuple. The objective of the PWLQR is then to bring the system to ∆x(∞) = 0 from an arbitrary initial state ∆x(0), while limiting the cost
where Q n and R n are weight matrices for states and input for the n-th discrete mode. Subsequently it is possible to calculate the feedback gain k(t) = R −1 B ⊤ S(t) where the matrix S(t) is the solution of the Riccati differential equation. Considering unbounded time, Riccati differential equation can be transformed into the algebraic Riccati equation
where A n , B n are dynamics matrices for individual discrete modes. State feedback control can be then defined as
If required, any state variable from the state vector x(t) can be steered to the new required value, ie new steady state y ref (t). Output of the hydraulic HS is defined as y(t) = h 2 (t). Based on this, steady state y ref (t) = h 2ref (t) can be achieved via the addition of the feed-forward gain N for the n-th mode
and the control law for feed-forward control input is of the form ∆u F F n (t) = N n ∆y ref (t) .
The total control input u(t) applied on the system is then the sum of the feedback and feed-forward control inputs ∆u n (t) = ∆u F Bn (t) + ∆u F F n (t) .
The control input defined in (10) holds for linear approximation of the nonlinear dynamical system. However designed control algorithm is applied on the nonlinear form of hydraulic HS. Therefore, state space vector x(t) and input u(t) within control scheme in Fig. 10 are not considered in their deviation form. For discrete modes without the equilibrium point, the maximum constant input was applied according to Tab. 5. This input eventually forces the hydraulic HS to transit into the discrete mode with the designed state space control input. The initial conditions h 1 (0), h 2 (0) in the simulation were also set so that the hydraulic HS is within the discrete mode with designed control algorithm. This holds for the discrete modes with existing Jacobi matrices.
T h e P a r t i c l e S w a r m O p t i m i z a t i o n w i t h i n t h e L Q R C o n t r o l l e r d e s i g n
Particle Swarm Optimization (PSO) algorithm represents a heuristic search technique used to find the solution for optimization problems. PSO algorithm starts with creating an initial population (swarm) within an initialization region. This population consists of randomly generated particles which search the optimum solution by navigating in the problem space and are defined by position x i (k) and velocity v i (k), where k is the iteration number. The position of each particle represents a candidate for solution of the optimization problem represented by the objective function J P SO (k). The fitness of the each particle is calculated according to the objective function J P SO (k) and the best position p i (k) ever visited by that particle is determined. After the determination of the p i (k) value of each particle in the population, the best position of any particle g i (k) is determined. The positions and the velocities of the particles are calculated as
where m is the number of particles, c 1 and c 2 are the positive constants, r 1 and r 2 are two random numbers within the range [0, 1], p i (k) is the best position of the i -th particle and g i (k) is the best particle among all the particles. According to optimization problem of tuning parameters of LQR controller with Q = Q 11 0; 0 Q 22 , particles can be defined as
with the objective function stated as
where t s is the rise time, t r is the settling time, t p is the peak time, max is the maximum overshoot of individual discrete mode and n ∈ {A, B, D, F , H} . Numerical values of PSO algorithm are stated in Tab. 7. The selected weight matrices Q and R for each discrete mode with defined Jacobi matrices were computed based on the PSO algorithm with cost function defined in (14) . For comparison random weight matrices Q , R were chosen as Q n = (10 0; 0 10) and R n = 1 where n ∈ {A, B, D, F , H} . Furthermore standard control algorithm based on pole placement method with desired poles -3 and -5 was also added for comparison. Utilizing the PWLQR control algorithm, the height of the level in the second tank h 2 (t) was able to reach the steady state h 2ref (t) with any valve k 1 logical state as seen in Fig. 11 .
Verification of the proposed control algorithm was made with regards to set point tracking as well as disturbance rejection. The aim of the control algorithm was in the first case to achieve a transition from discrete mode A to mode D via mode B as seen in Fig. 11 . Figure 12 depicts results for disturbance rejection. Green dashed lines represent transitions between discrete modes.
It can be seen that in both cases PWLQR based on PSO algorithm achieved the best performance either in set point tracking or in disturbance rejection control objective. These results conclude the steps of the proposed methodology.
Conclusions
This paper introduced one of the main CPS challenges, namely representation of CPS as hybrid dynamical systems. A solution in the form of methodology was proposed for a class of dynamical systems which show hybrid behavior, ie evaluate their state space vector in continuous as well as in discrete state. The methodology comprises several main modules such as Modelling, Analysis and Control design which contain specific steps for aforementioned tasks.
After introduction of the methodology for hybrid systems, a case study of a nonlinear hydraulic hybrid system was provided. The system was described within 8 discrete modes, transitions between some of them are natural with the change of a state space vector, moreover a discrete input action can be applied upon the system. For some of these discrete modes a linear approximation cannot be created in a way using Jacobi matrices. Workaround using straight line instead of square root function was utilized.
Upon completion of the Modelling module, implementation within simulation environment MATLAB/Simulink was performed. With the use of steps from Analysis module, ie phase portrait and open-loop analysis, we conducted a validation of the linear representation of the nonlinear hybrid system.
Having validated hybrid system, it was possible to design control algorithms. Within this paper, piecewise linear-quadratic optimal control tuned by particle swarm optimization algorithm was designed based on the linear approximation of the system and applied onto its nonlinear form.
Future development of the methodology is in the automation of the whole process using the suitable programming environment. 
